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The initial situation 
In recent years, information security has become increasingly important in 
cooperation with customers and suppliers. Thus, the challenge of 
establishing a high level of security in companies has also increased 
significantly within the automotive industry. 
 
For this purpose, a testing and exchange mechanism called TISAX® was 
established in 2017 by ENX and the VDA, which serves as a certificate to 
prove compliance with information security standards. 
 
Automotive suppliers (offering parts, components, services, etc.), if not 
already in place, must implement and maintain an information security 
management system (ISMS) and subsequently pass the TISAX® audit in 
order to continue to either meet customer requirements or generally be 
contracted by an OEM 
 

The procedure 
In the past, we at OPTIQUM have successfully supported companies from a 

wide range of industries on their way to a successful TISAX® test certificate 

and have developed a best practice from these experiences. 

One size fits all? – Why flat rates do not work with TISAX®! 

First of all, the maturity level of your management system and the structure 

of your IT infrastructure including IT documentation is needed. We know 

that many providers make a blanket offer for the creation of an information 

security management system (ISMS). In our view, this is dubious and usually 

results in additional demands being made during the course of the project. 

Why exactly?  

Companies are extremely different in every aspect: for example, some 

organisations exist as service providers practically only in the cloud, while 

others have several hundred employees at different locations with different 

networking. Some companies have perfectly established and practised 

information security management systems with optimal documentation, 

while for others this is still in its infancy and only rudimentarily developed.  

As you can see, the requirements for achieving the TISAX® label are so 

varied that a simple, general assessment cannot do justice to the individual 

circumstances within your company. 

 

 

Securing sensitive information within the automotive 
supply chain 

 

What is Tisax? 

The Trusted Information Security 

Assessment EXchange, TISAX® for 

short, is a standard for information 

security defined by the automotive 

industry.  

The member companies of the 

Association of the Automotive 

Industry (VDA) have created a 

catalogue for this purpose,  which, 

derived from the international 

industry standard ISO 27001, has 

been adapted to the specific 

requirements of the automotive 

industry. 

TISAX® is operated by the legally 

independent organisation ENX 

Association based in France, which 

accredits the testing service 

providers and monitors the quality 

of the implementation and the 

assessment results. 

Since 2017, any company working 

for customers in the automotive 

industry can be required to present a 

TISAX® label in accordance with 

VDA-ISA. Suppliers in the industry 

need it to continue to receive orders. 

And in order to avoid the threat of 

delisting, the label must be provided 

as promptly and guaranteed as 

possible. 
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Comparing actual and target 

Our procedure usually consists of a GAP analysis, in which a document review and an internal on-site/remote 

audit are carried out at your company location. The result is a VDA-ISA self-assessment, which you will also 

need for the actual TISAX® audit, and a report detailing what we believe still needs to be done. You can 

subsequently implement the result with other companies.  

On this basis, the total effort for your project can now be estimated and you can choose  

• What do you want to work on internally? 

• Where do you need external support? 

Support phase 

The support phase usually consists of several workshops on the topics listed in the report. The workshops are 

each followed by an implementation phase of the tasks developed in the workshop. 

Afterwards, the results are reviewed and the next topic is faced. The self-assessment is then adjusted 

accordingly. In each workshop round, the scope of tasks can be redistributed according to your available 

resources (what do you do in-house and what do you outsource). 

After working through the report topics, we now conduct an internal audit including the corresponding 

documentation. 

In addition, we can support you in selecting and commissioning the audit organisation as well as 

accompanying you during the official TISAX® audit. 

The implementation can take 3 to 9 months, depending on the urgency and staff availability on your side. 
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How to start 

Here it is: your client's requirement that you prove the TISAX® label. To get 
off to a good start, here are the most important basics: 

Inform the departments involved before the start of the project. In 
addition to management and IT, this includes all departments that 
are in contact with customers and suppliers, that handle 
information worthy of protection from the OEM or the customer, 
that require TISAX® and exchange its relevant data. 
 
Ensure that all documents that could become relevant are reviewed 
and ready to hand. For example, non-disclosure agreements, 
contingency plans for fire, water and building damage as well as 
power and server failures. 
 
If possible, estimate in advance the available resources that you can 
provide for the TISAX® process: What information security expertise 
do you have in your company? Which employees can you release 
for which period of time? What qualifications do the selected 
employees bring with them? Which tasks should definitely be 
handed over to external experts? 

 

You have any questions? 
TISAX® - the standard for information security in the automotive industry! 

Our experts combine these two aspects optimally, as they have more than 10 

years of experience both on the part of the 

automotive industry via IATF and VDA 6.x, as well as in the sector of 

IT and information security management. 

Competently and completely, our team therefore covers all requirements 

around TISAX® / VDA-ISA to make the way to your TISAX® label easy and 

uncomplicated. 

 

We at OPTIQUM are here to advise you on your concerns regarding TISAX®, 

information security and data protection. 

phone: +49 221 82 95 91 0  

info@vda-isa-berater.com 

 

 

 
Your supply chain 

As the car itself evolves, becoming 

more climate efficient and digital, 

for example, companies from the 

fields of new energies, mobile 

internet and autonomous driving are 

an indispensable and growing part 

of the automotive supply chain. So 

are service providers from the media 

industry. 

Within this entire supply chain, 

information security in the sense of 

TISAX® must be adhered to and 

proven if it is demanded by the 

customer. 

For example, in the case of a 

prototype, this refers to ensuring 

that it is adequately protected from 

unauthorised media documentation 

both on the test site and at the 

contracted photographer's premises 

from unwanted pre-publication. 

Because these data leaks can result 

in unexpected regression claims! 

 

 

 

 

 

 

 

TISAX® is already making wide 

inroads in the supply chain - so 

protect yourself as soon as possible. 

mailto:info@vda-isa-berater.com
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Friedrich Gillet, external certification senior-lead auditor; licensed 

auditor for DIN EN ISO 9001, automotive/ VDA auditor (DQS, DNV GL, 

TÜV Rheinland). He focuses on the further development of management 

systems to meet the requirements of the automotive industry and is 

responsible for process management and optimisation in a leading 

position and is the contact person for TISAX®. 

Christoph Weinmeister, certified as ISO/IEC 27001 Auditor, Information 

Security Officer, ITIL®3 Expert, ITIL®4 Managing Professional, SCRUM 

Master, SCRUM Product Owner and Quality Manager. He is also skilled in 

web development, network engineering and physical security in 

particular. He has already supported several projects to obtain the 

TISAX® label. 

Marc Mietz, certified 3rd party auditor for IATF 16949, ISO 9001:2015 and 

has an additional qualification according to VDA 6.3 and Automotive Process 

Manager. Due to his profound, long-standing experience in the automotive 

supplier industry, he is very familiar with the requirements of the industry 

and supports customers effectively and goal-oriented on the way to the 

TISAX® label with his know-how. 

David Zinzius, certified auditor ISO 27001 and data protection officer. He 

holds an additional EC Council Certified Hacking Forensic Investigator 

qualification and is the contact person for the implementation of industry-

specific standards such as VDA ISA / TISAX® and implementation of 

measures in accordance with ISO 27000 or BSI Grundschutz as well as 

KRITIS and issues relating to data protection and information security (ISO 

27001, DSGVO, ITIL, B3S, etc.). 

Bernt Böhmer, for more than 30 years, Bernt Böhmer has worked as a 

quality employee for various 1st and 2nd tier automotive companies in 

Germany and internationally. Today, he is a certified 1st and 2nd party 

auditor for IATF 16949 and auditor for ISO 27001 with an additional 

qualification in the areas of supplier quality management / project 

management (maturity level VDA) and quality management. 

May we introduce? 

Our experts in the field of TISAX®: 
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OPTIQUM GmbH 
Siegburger Straße 223 

D-50679 Köln 
 

+49 221 82 95 91 0  
info@vda-isa-berater.com 
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